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Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

I )E3 Responsive to communication(s) filed on 08 October 2004 . 
2a)D This action is FINAL. 2b)E3 This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 

Disposition of Claims 

4) EJ Claim(s) U10 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) D Claim(s) is/are allowed. 

6) [3 Claim(s) 1-10 is/are rejected. 

7) D Claim(s) is/are objected to. 1 

8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) Q The specification is objected to by the Examiner. 

10)IEI The drawing(s) filed on 25 April 2000 is/are: a)EI accepted or b)Q objected to by the Examiner. 
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1 .85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 

I I )□ The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12)[>3 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 1 19(a)-(d) or (f). 
a)Q All b)D Some * c)Q None of: 

1 .□ Certified copies of the priority documents have been received. 

2. Q Certified copies of the priority documents have been received in Application No. . 

3. D Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 



Attach ment(s) 

1 ) [Xl Notice of References Cited (PTO-892) 

2) □ Notice of Draftsperson's Patent Drawing Review (PTO-948) 

3) □ Information Disclosure Statement(s) (PTO-1449 or PTO/SB/08) 

Paper No(s)/Mail Date . 



4) D Interview Summary (PTO-413) 

Paper No(s)/Mail Date. . 

5) □ Notice of Informal Patent Application (PTO-152) 

6) □ Other: . 



U.S. Patent and Trademark Office 
PTOL-326 (Rev. 1-04) 



Office Action Summary 



Part of Paper No./Mail Date 20050401 



Application/Control Number: 09/558,022 Page 2 

Art Unit: 2131 

Response to Amendment 

This office action is in response to Applicant's arguments in the communication 
received on October 10, 2004. Claims 1-10 remain pending. 

Response to Arguments 

Applicant's arguments, see "Remarks" pages 8-20, filed on Oct. 10, 2004, with 
respect to the rejection(s)of claim(s) 1-10 under 35 U.S.C. 103(a) have been fully 
considered and are persuasive. Therefore, the rejection has been withdrawn. 
However, upon further consideration, a new ground(s) of rejection is made in view of 
Applicant's arguments. 

Claim Rejections - 35 USC § 102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

Claims 1-6 and 910 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Wasilewski et al., (U.S. Patent No. 5,870,474 and Wasilewski hereinafter). 

Regarding claims 1-2 and 9-10, Wasilewski discloses a data usage controlling 
method that 
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(1) reads a type 1 key from a storage unit and (a) main data (i.e., payload), (b) an 
encrypted type 2 key produced by encrypting a type 2 key using the type 1 key, and (c) 
encrypted condition information produced by encrypting condition information using the 
type 2 key from a recording medium (Col. 8, lines 7-47), 

(2) decrypts the encrypted condition information using the type 2 key (Col. 9, 
lines 47-58), and 

(3) controls usage of the read main data base on the condition information, the 
data usage controlling method comprising the following steps: updating the condition 
information in accordance with usage of the main data (Col. 8, lines 48-60); 

generating a new type 2 key in accordance with the usage of the main data, and 
encrypting the updated condition information using the new type 2 key and replacing the 
encrypted condition information on the recording medium with the encrypted updated 
condition information (Col. 8, lines 7-47 and Col. 10, lines 1-12); 

updating the type 1 key in accordance with the usage of the main data (Col. 8, 
lines 48-60); and 

encrypting the new type 2 key using the updated type 1 key and replacing the 
encrypted type 2 key on the recording medium with the encrypted new type 2 key (Col. 
9, lines 12-67 and Col. 10, lines 13-67). 

Regarding claim 3, Wasilewski discloses a data usage controlling apparatus 
further comprising: 
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second updating means for updating the condition information in accordance with 
usage of the read main data (Col. 8, lines 48-60); 

wherein the first encrypting means encrypts the updated condition information 
using the new type 2 key and replaces the encrypted condition information on the 
recording medium with the encrypted updated condition information (Col. 8, lines 7-47 
and Col. 10, lines 1-12). 

Regarding claim 4, Wasilewski discloses a data usage controlling apparatus 
wherein the generating means generates a new type 2 key every time a user makes a 
predetermined number of uses of the main data on the recording medium, and when the 
generating means has not generated a new type 2 key, the first encrypting means re- 
encrypts the updated condition information using a same type 2 key as was used to 
decrypt the encrypted condition information (Col. 8, lines 7-47 and Col. 10, lines 1-12). 

Regarding claim 5, Wasilewski discloses a data usage controlling apparatus 
wherein the main data in each set on the recording medium has been encrypted using a 
type 3 encryption key, the data usage controlling apparatus further comprising: 

obtaining means for obtaining the type 3 encryption key, and second decrypting 
means for decrypting the read main data using the obtained type 3 encryption key (Col. 
10, lines 13-67 and Col. 11, lines 1-9). 
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Regarding claim 6, Wasilewski discloses a data usage controlling apparatus 
wherein the main data in each set on the recording medium has been encrypted using a 
type 3 encryption key that is unique to the data usage controlling apparatus (i.e., public 
key corresponding to STU's private key), the data usage controlling apparatus further 
comprising: 

storing means for storing the type 3 encryption key, and second decrypting 
means for decrypting the read main data using the stored type 3 encryption key (Col. 
10, lines 43-67 and Col. 11, lines 1-9). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 7-8 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Wasilewski et al., (U.S. Patent No. 5,870,474 and Wasilewski hereinafter), in view of 
Dillon, (U.S. Patent No. 5,659,615). 

Teachings of Wasilewski with respect to claim 2 have been discussed previously. 
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Regarding claims 7-8, Wasilewski does not expressly disclose a data usage 
controlling apparatus wherein the updating means updates the type 1 key by performing 
a predetermined calculation on the read type 1 key. 

However, Dillon discloses a data usage controlling apparatus wherein the 
updating means updates the type 1 key by performing a predetermined calculation on 
the read type 1 key (i.e., each key sequence number is one more than its previous key 
sequence number)(Col. 5, lines 15-30). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the data usage controlling system of 
Wasilewski by including wherein the updating means updates the type 1 key by adding 
one to the read type 1 key as disclosed by Dillon. This modification would have been 
obvious because one of ordinary skill in the art would have been motivated by the 
suggestion of Dillon to provide for the system to change the keys frequently and allow 
only an authorized receiver access to the keys (Dillon, Col. 6, lines 17-30). 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Wasilewski et al., (U.S. Patent No. 6,424,714), and 
Ganesan, (U.S. Patent No. 5,557,678). 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Arezoo Sherkat whose telephone number is (571) 272- 
3796. The examiner can normally be reached on 8:00-4:30 Monday-Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571 ) 272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 




Arezoo Sherkat 
Patent Examiner 
Group 2131 
April 4, 2005 
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